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Utilizing Biometrics in Refugee Camp Operations

Refugee Identity Management
Without a reliable security system, refugee camps can quickly become centers of instability. The challenge for 
host country authorities is to create an effective layer of security on top of the unplanned physical and social 
networks of a refugee camp. Add to this the constantly changing demographics of refugee populations, and 
situational awareness becomes a difficult goal for host nation security officials to achieve.

Establishing a population register is the first step towards ensuring security and stability in a refugee camp. Once 
authorities know who is in the camp, they can start to police it more effectively, plan for delivery of services and 
manage the social needs of the population. Maintaining reliable population records is also critical for outside aid 
organizations, many of which demand to know the scale and characteristics of refugee flows before committing 
funds. 

Unfortunately, few refugees have the documentation or records which connect them to a system of identity. Even 
the physical documents which a minority of refugees possess upon arrival are often prone to fraud or impossible 
to verify. In most cases, the identity systems of refugee camps are built from scratch, creating a new history and 
set of documents which serve the residents as long as their situation endures.

Given the transient nature of refugees and the improvised infrastructure they must use, physical documents are 
rarely a reliable choice to establish or verify identity. Since they can be lost, stolen, altered and forged, identity 
cards alone are an imperfect solution for managing refugee populations. The cost associated with creating and 
distributing the cards makes them even less attractive for security officials.

Biometrics are emerging as the new standard in identity management for refugee camps. Promoted by the 
United Nations, biometrics have quickly proven their value for establishing and maintaining the population rolls 
which are the bedrock of refugee camp security and efficient delivery of services. The digital enrollment and 
verification of biometrics like fingerprints, irises and faces offer security officials the ability to efficiently and 
effectively accomplish their goals.

Goals
 � Situational awareness: Build a reliable population register to enable data-driven policy

 � Targeted service delivery: Definitively establish eligibility for services (food, shelter, medical care, education)

 � Eliminate identity fraud: Protect refugees from exploitation, utilize aid funds effectively, prevent infiltration 
of camps from outside

 � Maintain security: Effectively and efficiently monitor traffic through the camps

Policy and Procedures
In order to be effective, a layered approach to biometric enrollment and verification is recommended. 

Scope
There is concrete security value in the use of biometrics for various populations connected to a refugee camp. 
In each case, biometrics allow security officials to control access to physical infrastructure and services. For 
residents, biometrics can be used to enter and exit a camp, or establish their eligibility for benefits. For camp 
officials, security personnel and staff of non-governmental institutions, biometrics can be used to access facilities 
and systems, or maintain accountability for delivery of services. 
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Modalities
The types of biometrics which are most beneficial for verification depend greatly on the proposed use case. In 
applications such as law enforcement or establishing eligibility for a benefit, the need for accuracy is paramount, 
making fingerprints or irises a more attractive choice. In access control or traffic monitoring applications, facial 
recognition might offer the speed necessary to quickly identify people who are already known to authorities. In 
some cases, a combination of biometrics might be the most attractive way to confirm identities.

Location
Biometric equipment can be deployed in both fixed locations and as a mobile solution. In places like a police 
station, dispensary or school, a fixed biometric device is usually the most attractive option as it allows for the 
strongest connectivity to the verification database. For law enforcement officers on patrol or camp access 
control procedures, a mobile solution allows for more flexibility in areas where connectivity is strong.

Sample Applications
Arrival/Registration
When authorities first encounter refugees, it is usually in the context of a registration procedure. This procedure 
may be conducted by host country authorities, international organizations or contract NGO staff. The purpose 
of the procedure is to produce an accurate head count for delivery of services, gather information about the 
situation of refugees in order to determine their eligibility for aid and create an identity which can be used in the 
future for law enforcement purposes as necessary. 

In this case, refugees are usually taken to a processing center or police station for enrollment. If the enrollment 
center is in a fixed location, standard biometric devices are most often used as the environment is controlled and 
there is no need to transport the equipment. If the enrollment center is in a temporary location, “jump kits” with 
ruggedized or mobile biometric equipment are often used in order to maintain flexibility. In more extreme cases 
where the environment does not allow for a fixed enrollment location, mobile solutions can be used exclusively 
for enrollment procedures.

Recommended technologies: Fixed biometric readers, “jump kits”, mobile devices

Law Enforcement/Intelligence Gathering
It is often in the interest of law enforcement and intelligence authorities to maintain a security cordon around 
refugee camps. Monitoring inbound and outbound traffic helps authorities prevent criminal activity or infiltration 
by politically motivated outsiders. Use of checkpoints and randomized patrols in a camp serve a dual purpose 
for security forces – identifying persons of interest and deterring criminal activity through a demonstration of 
situational awareness. 

In this case, mobile biometric devices offer a quick and easy way for authorities to establish or verify a 
subject’s identity. Links to both the refugee database and the host nation’s criminal database provide an 
instant assessment for authorities in the field, allowing them to make informed decisions about the actions they 
undertake.

Recommended technologies: Mobile devices (for patrols), fixed biometric readers (for access points)

Benefit Distribution
Refugee camps often involve a complex series of benefits distributed by a combination of host government 
authorities, international organizations and non-governmental groups. Without a single system for managing 
benefit distribution, the risk of fraud and waste is significant. Everyone in a refugee camp has an interest in 
assuring that benefits such as food, medical care, education and employment opportunity reach those who are 
truly in need.

In this case, either a fixed or mobile biometric solution can easily confirm that a person is eligible for benefits. 
With links to a commonly accessible database, benefit distribution authorities can easily view the subject’s 
benefits history and judge whether or not they are eligible at the touch of a button. For medical benefits, 
biometrics can also link to a subject’s medical record, eliminating the need for complex paperwork schemes and 
ensuring that only medically necessary procedures and medications are distributed.

Recommended technologies: Fixed biometric readers, “jump kits”, mobile devices
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Architecture
The core system includes enrollment hardware and software as well as verification hardware for entitlement 
distribution and population control. Additionally, the system be can integrated with other known biometric 
systems and watchlists for performing background checks to identify individuals of known concern to ensure 
camp security.

SYSTEM OVERVIEW
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Ideally, registration would occur when a refugee enters the camp, but the nature of the camps and the sheer 
volume of refugees may make this problematic. Registering refugees may be more fluid if it occurs as they seek 
entitlements such as food, medical care or other provisions. 

In the System Overview diagram, it is important to notice that actions can be performed in both on-line and 
off-line mode and via either mobile or fixed stations. The system also provides for a key biometric identity service 
and series of workflows for managing the population and performing the aforementioned tasks.

Advantages of Biometric Systems
Refugee camps often represent a complicated mix of interests. Host nation authorities, international organizations, 
non-governmental organizations and the refugees themselves all have different goals and motivations, all of 
which tend to converge around the issue of identity. By establishing a tangible and reliable system for identity 
management, biometric applications satisfy the overlapping needs of all the refugee camp constituencies.

Host nation authorities are empowered with the situational awareness they need to provide adequate security and 
protection to refugee populations while minimizing the risk of instability. By establishing a definitive knowledge 
of who is who within a refugee camp, authorities can ensure that order is maintained and services delivered 
appropriately.

International organizations can make certain that the resources they invest in a refugee camp are being put to use 
in the most effective and efficient manner. By confirming that only eligible refugees receive benefits, biometrics 
allow international organizations to monitor and evaluate their programs with definitive, real-time data. 

Non-governmental organizations can demonstrate to their donors and the general public that their programs are 
having a concrete impact. By definitively establishing eligibility for aid, NGOs can be assured that it is reaching 
the refugees who actually need it.

The refugees themselves receive the strongest benefit of all, namely the security, resources and meaningful 
services which they lacked in their country of origin. After fleeing from the trauma of war, famine and natural 
disasters, refugees need the stability of a system which delivers their basic needs efficiently. Biometrics eliminate 
the corruption, instability and uncertainty which is unfortunately a hallmark of refugee camps around the world. 
With biometrics, refugees reliably receive the care and services they deserve.
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