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Biometrics:  
The New Standard in Border Management

Classifying Border Management Systems

Border management systems can generally be categorized in three ways, according to the approach taken toward 
positive identification of individuals: visual inspection, biographic or biometric systems.

Visual inspection systems are the most basic form of border management. This is the traditional document-based 
border check, which was the norm around the world until roughly the end of the last century. In visual inspection 
systems, the border officer checks the identity of a person by comparing the person they see in front of them to their 
passport picture.

Visual inspection involves no technology and almost no mechanism to confirm that the identity presented by an 
applicant for admission is valid, legitimate or actually associated with the correct person. The officer might interview 
the applicant as a way of gathering additional insights into the person’s identity—and confirming their story—or might 
log information in a written record such as a ledger or spreadsheet. Yet, in this system, the officer has no tools to 
definitively cross-check the information provided by the applicant.

Most countries in the world have abandoned visual inspection in favor of modern identity management systems. It’s 
rare to arrive at a border that has absolutely no technical equipment in place at all. Yet even in countries with some 
degree of technical sophistication, the application of identity systems can be uneven.  

Visual inspection remains the de facto border management paradigm in many cases—even where technology is 
available. This is particularly true for low-volume border stations where the cost (and logistical hassle) of implementing 
border management systems may be too high for countries with infrastructure constraints to see tangible benefits.

The risks inherent in a visual inspection system seem obvious in light of complex threats in today’s world. Without 
the ability to confirm an identity, visual inspection systems leave countries at a distinct disadvantage when it comes 
to criminals and terrorists crossing their borders. And the lack of standardized, searchable records prevents both 
anticipation of potential threats and accountability once a person has entered the country. In other words, visual 
inspection is the equivalent of flying blind.

Biographic systems, on the other hand, are standard for border management in most countries.  In these systems, 
officers compare the biographic details of a person’s document against identity information on file. Names, dates of 
birth, passport numbers and several other data fields are standard. Some countries collect additional information that 
they feel is relevant to their particular identity management needs.

Biographic information can be derived from multiple sources. ICAO-standard passports and national ID cards are the 
backbone of most biographic systems, allowing for quick and accurate collection of information through the simple 
scan of a document. Beyond identity documents themselves, the use of Advance Passenger Information (API) or 
Passenger Name Record (PNR) data is an increasingly common method for biographic information to be pre-screened 
against available records before a subject arrives at the border. API and PNR information is often derived from 
passenger manifests or travel registration systems.

Sophisticated databases are now available to process information derived from biographic border-management 
procedures. These systems employ: 

• Data mining to identify travel patterns

• Language algorithms to correct for transliteration of non-Latin names

• Analysis tools to identify anomalies that lead to actionable intelligence

While biographic border management systems are a considerable step up from visual inspection, they can still allow 
for considerable gaps. Biographic information is notoriously prone to errors – misspellings, swapped first and last 
names, varying date-of-birth formats and incorrect formatting of data fields are all common. Whether those errors are 
deliberate or unintentional, the effect is often to render biographic border-management systems ineffective or reduce 
them to visual inspection.
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As the quality of security features in identity documents improves, impostors have become a growing problem for 
countries with biographic border management systems. Impostors present a legitimately obtained document for a real 
person who happens to look like the fraudster. By defeating a biographically based check of the document, impostors 
reduce border officials to visual inspection—a notoriously inaccurate method of identification. Twins and dual nationals 
present similar problems—biographic systems are simply unable to identify potential anomalies given the data 
presented to them.

Biometric systems are the gold standard for border management. Originally pioneered by the United States, 
biometrics are now common at borders in Europe, the Middle East and beyond. Under these systems, officers use a 
fingerprint, iris, or facial image to determine the validity of a subject’s identity. Biographic details associated with the 
individual are used as secondary factors, confirming information found in the holder’s document.

Biometric systems allow border officials to rapidly confirm a subject’s true identity, even if it does not match the 
biographic details they present. Impostors, dual nationals and twins are all easily identified by a biometric system. 
Biometric information cannot be easily mis-entered, altered or forged—which negates the data quality issues 
commonly associated with biographic information.

Biometrics takes the visual inspection element (and all of the errors and guess-work associated with it) completely out 
of border management systems. If documents are absent, fraudulent or inconclusive, biometrics applies a scientific 
measurement, which definitively identifies who a person is, not what document they hold.

Assessing Value

The value of border management systems is defined not only by the threats they identify but also by the threats they 
miss.

Visual inspection systems offer a very limited capability to identify persons of interest. In the absence of a way to 
verify and check identifying information against a database of known threats, visual inspection relies solely on the 
officer’s knowledge. The database is essentially in the officer’s head. If an offender is specifically identifiable and 
known to the officer, there is a chance (however slim) that the threat will be identified and mitigated.

Visual inspection systems miss everyone the officer can’t identify by sight or through a document. They possess only 
the crudest ability to anticipate threats, identify patterns, or account for past activity. Furthermore, they are highly 
vulnerable to fraud, subject to an officer’s prejudices, and uneven in their application.

Biographic systems are generally effective in identifying known threats. If a subject’s documents are legitimate, if 
their biographic information is correct, and if their identity was previously associated with criminal activity, biographic 
systems are likely to be effective.  

Biographic systems bring a degree of objectivity to border management, using concrete information rather than an 
officer’s knowledge as the basis of a decision. But biographic border management systems fall short in situations 
where the subject’s identity can be obscured by fraud, errors or lack of information. By relying on documents to verify 
identity, biographic systems are vulnerable to false representation in the form of:

• Forged passports

• Genuine document presented by an impostor

• Dual nationals providing “clean” documents that mask relevant criminal affiliations  

API and PNR information is error-prone and relies to a certain extent on the applicant’s own provision of information. 
In situations where no documents or advance information is available (as is common with refugees, for example), 
biographic systems are simply unable to render a verdict.

Biometric systems have the advantage of identifying both those who are known offenders as well as those whose 
identities are obscured or unknown. By avoiding over-reliance on documents and self-selected data, biometrics cut 
through fraud and raise significant barriers to any effort to hide a subject’s true identity. Through connections to 
law enforcement information, biometrics match against criminals with established records as well as those who are 
connected with active investigations but unknown to authorities.

Unlike biographic or visual inspection-based systems, biometrics offer tangible evidence of a subject’s identity. 
Documents are merely a representation of who a person claims to be.  Biometrics, on the other hand, are a physical 
manifestation of the actual person. There is no distance between a subject’s biometric indicator and who they are. 
Biometrics offer the highest level of identity assurance available.
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The technical standards for travel documents introduced by ICAO have progressed further to support trusted inclusion 
of secondary biometric data such as fingerprint biometrics (and in some rare cases iris biometrics). The Extended 
Access Control (EAC) protocol adopted by all European members states, and many other non-EU nations, supports 
the locally available storage of personal biometric data in the passport chip. This data is secured and bound to the 
passport document and its official issuer using Public Key Infrastructure techniques which are also increasingly 
adopted at border control because of mass electronic travel document adoption. This presents an optional or 
additional choice to use biometric data to verify a traveler is the true holder of the biographical and visual inspection 
document. This adds to any other biometric background checks performed by the host inspection authority and it may 
use the same reader and client hardware components.

The Deterrence Factor

Borders may be fixed, but travel patterns are constantly changing. As these flows evolve, threat profiles evolve with 
them, bringing new challenges for border management officers around the world. Today’s sleepy border post may 
become tomorrow’s migration hotspot. Airports once known as transit points for criminals and terrorists may revert 
back to normal operations when organizations change their methods.

Criminals and terrorists are constantly looking for the weakest link, the easiest access point, the path of least 
resistance. Migrants often follow a similar logic, seeking safety or economic opportunity through transit points that 
facilitate their passage rather than impede it.  Wherever they can find sanctuary and avoid identification, these groups 
tend to congregate.

In this context, the deterrence factor of biometrics becomes a significant and relevant factor in border management 
systems. Faced with the choice between a definitive check that reveals their true identity and a less robust border 
regime that allows them to pass unimpeded, most will take the path offering the highest chance of entry without 
identification. Countries wishing to deter entry of unwanted individuals need only to project the vigorous nature of 
their border management systems to the rest of the world.

This can be seen clearly in entry statistics for countries that have adopted higher levels of assurance through 
biometrics. The pattern is a changing one. In the first few months after a biometric system is adopted, it tends to 
identify inadmissible subjects in large numbers. Removals and arrests spike accordingly.  

After this initial surge, the number of interdictions tends to plateau and then gradually decline.  Several years into the 
implementation of a biometric system, problems such as fraudulent documentation, deliberate misrepresentation of 
biographic data, and use of impostor credentials declines significantly. This speaks not to a change in tactics to elude 
biometric systems, but rather to a strong deterrence factor preventing inadmissible individuals from arriving in the first 
place.

The Value of Interoperability

As the use of biometrics in border management continues to spread, the amount of available data has grown 
tremendously. Governments, agencies and international organizations now have significant biometric databases, which 
they use for identity management and security purposes.

As the number of biometric records grows, interoperability has become the key to unlocking new security benefits 
from border management systems. Where border agencies once protected their biometric records through proprietary 
formats and strict regulations on record transfers, the imperatives of security are now forcing a growing movement 
towards information exchange.

Today’s biometric systems are rarely confined to the records of a single border management agency, or even a single 
country. Within governments, border management records are now commonly checked against law enforcement, 
military, intelligence and even benefit distribution systems.  

On the international level, real-time sharing of information through bilateral agreements and multilateral institutions 
such as INTERPOL provides additional value to governments looking to cast the widest possible net. In all cases, 
proprietary formats have given way to increasing standardization, allowing for simple transfers of information.

National deployments of biometric inspection and checking systems may put their external focus on interoperable 
data sharing with watchlists, but electronic travel documents also bring significant interoperability in the form 
of biometric image standards and data integrity and authentication mechanisms using standardized Public Key 
Infrastructure (PKI) deployment. This increased interoperability makes it possible to use biometric data captured and 
provided by the government issuing the document as well as the host government inspecting the identity.

hidglobal.com



WHITE PAPER

Biometrics: The New Standard for Border Management

Border management systems are only as good as the information against which they are checked. Visual inspection is 
limited by what the officer on duty happens to know. Biographic checks are at the mercy of error-prone information 
sources or documents that are vulnerable to fraud.  

In both cases, the gaps are significant. Criminals, terrorists, unauthorized migrants and fraudsters are all aware of these 
shortcomings. Their tactics are constantly adjusting to account for the weaknesses inherent in these systems.

Only biometrics can differentiate between who a person says they are and who they actually are.  For border 
management agencies, this is a critical distinction—one driving all of their operations.  

In a constantly changing threat environment, biometrics provide a level of security that other forms of border 
management simply cannot match. Biometrics is the new standard for border security because it can identify the full 
range of subjects—even those whose identities may be obscured or unknown.

As the use of biometrics in border management and other applications continues to expand, the cost of biometric 
systems has fallen significantly. At the same time, advances in technology mean that today’s biometric systems are 
more accurate and reliable than ever before. The range of available equipment has also grown, with an increasing focus 
on mobility and flexibility to meet a wide variety of potential use cases. From fixed stations and “green border” patrols 
to coast guard operations, biometric systems are available when and where border management agencies need them.

Taking border management systems to the next level requires tools that can address the complex threats of today. 
Biometrics offers the best available mechanism for identifying and interdicting threats in a way that is fraud-proof, 
cost-effective and reliable. For countries with basic visual inspection regimes, biometrics offers the opportunity to 

“leapfrog” into a sophisticated, modern border management system. For countries with existing biographic systems, 
adding a biometric layer can unlock the potential to identify threats currently passing unchallenged. In either case, 
biometrics offers new levels of security, providing both immediate and long-term benefits to border management 
agencies.
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